
Advisor
H e a l t h c a r e  L a w

Email
healthcareinfo@mosessinger.com

Web Site
www.mosessinger.com

www.ehealthlawtoday.com

This periodic newsletter is
written by the Healthcare
Practice Group at Moses &
Singer to help healthcare

professionals navigate the
rapidly changing law in
the healthcare industry.

In response to widespread
concern that information

otherwise regarded as 
private becomes readily

accessible to the general
public through the 

pervasive use of electronic
databases, President

Clinton, in conjunction with
a series of administrative
simplification regulations

requiring the standardiza-
tion and security of 

electronic health care data,
on November 3, 1999

signed a proposed rule to
require certain entities to
comply with measures to
protect the privacy of an

individual’s healthcare
information which is or has

been electronically 
maintained or transmitted.1

The United States
Department of Health and
Human Services (“HHS”)
was accepting comments

to the proposed rule
through February 17, 2000;
it is uncertain when the rule

will become final (amend-
ing 45 CFR Subtitle A) (at
which time we will revise

this Advisor as necessary). 

In the interim, the following
is a broad overview of key

provisions of the 
proposed rule.  

Highlights of Proposed Federal Rule Governing Confidentiality of
Healthcare Information
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� Scope. The proposed rule governs use and
disclosure of �individually identifiable health
information�2 that is or has been electronically
transmitted or maintained,3 including such infor-
mation in any other form (�Protected Health
Information�) by health plans, health care clear-
inghouses, and health care providers (�Covered
Entities�).4 In most circumstances other than
the safe harbor described below, a specific writ-
ten release from the patient is required to use or
disclose such information. Protected Health
Information is protected during the life of the
individual and, in most cases, for two years after
death. 

� Safe Harbor. A safe harbor is provided that
generally allows5 for the use and disclosure of
Protected Health Information by Covered Entities
without a specific authorization from the patient
if: 

1. necessary to carry out treatment,6 pay-
ment,7 or health care operations;8

2. information is de-identified; 
3. information is given to a business partner

(see definition below) for performance of
services or functions for or on behalf of such
Covered Entity; and 

4. information is to be used solely for certain
national purposes (e.g. public health activi-
ties; oversight of the health care system;
judicial and administrative proceedings; law
enforcement; directory information;
research (with written authorization from
an Independent Review Board); and emer-
gencies.) 

� Minimum Information Necessary. All dis-
closures must consist of only the minimum
amount of information necessary to accomplish
the purpose for which they are made. 

� Liability for Business Partners; Contracts.
The rule imposes liability on Covered Entities for
the invalid use or disclosure of such information
by such entity�s �business partners� (defined as
persons �to whom the covered entity discloses
protected health information so that the person
can carry out, assist with the performance of, or
perform on behalf of, a function or activity for
the covered entity� and includes �lawyers, audi-
tors, consultants, third-party administrators
health care clearinghouses, data processing
firms, billing firms�). Covered Entities are
required to have written confidentiality agree-
ments with their business partners any time a
disclosure is made, with or without a release, and
the Covered Entity may be sanctioned for pro-
hibited uses and disclosures by such business
partners. 

� Patient�s Rights; Written Notice;
Penalties. The rule creates four individual
rights: (1) to receive written notice of a Covered
Entity�s information practices; (2) to obtain
access to the individual�s own health informa-
tion; (3) to obtain an accounting of how the
individual�s health information has been dis-
closed; and (4) to request a correction and/or
amendment of the individual�s health informa-
tion. It provides no individual right to sue for
violations (only Congress can create such a
right); rather, the Attorney General is vested
with the authority to impose civil and criminal
sanctions (up to $25,000 annually per provision
violated and up to $250,000 and/or 10 years
imprisonment, respectively). Individuals may
also request their provider to further restrict use
and disclosure of their Protected Health
Information for treatment, payment and health
care operations. Such provider may be in a bind
if he or she agrees and if such patient's health
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plan later requests the information for
payment purposes, in particular if the
provider has an agreement with the
health plan that requires such disclo-
sure. (To complicate such situation fur-
ther, the rule prohibits Covered Entities
from conditioning treatment or payment
on obtaining a release from the patient.) 

� Compliance. The rule requires
Covered Entities to: implement adminis-
trative procedures to safeguard the con-
fidentiality of health information; desig-
nate a privacy officer in the Covered
Entity�s place of business; train employ-
ees regarding the privacy policy and pro-
cedures; implement confidentiality poli-
cies; and develop sanctions for violations
of such policies. 

� Preemption of State Law. The rule
is intended to fill gaps in State law and
will preempt it to the extent there is a
conflict. New York law contains provi-
sions regarding the confidentiality of
patient information in the Public Health
Law (including HIV/AIDS information),
the Mental Hygiene Law (including sub-
stance abuse information) and the Civil
Practice Law and Procedure (physi-
cian/patient privilege). In some
instances New York State laws are more
protective of the individual whose infor-
mation is at issue than the proposed
rule. However, New York law will need to
implement certain key provisions,
including, but not limited to, the exten-
sive provisions governing business part-
ners and the creation of compliance sys-
tems. Also significant is the fact that
although New York law does not specifi-
cally create a private right of action, in
certain instances New York courts have
found an implied private right of action. 

� Other Federal Law and
Professional Standards. On a federal
level, the rule does not affect Medicaid
regarding confidentiality of health infor-
mation because the Medicaid rules are
stricter than the proposed rule. The rule
does not generally conflict with the
Medicare program. Federal law governing
the disclosure of substance abuse records

is more stringent than the rule in some
respects, but does not address the
requirements of the rule in other
respects. Professional standards on con-
fidentiality of health information estab-
lished by entities such as NCQA, JCAHO
and the AMA, will also need to take the
proposed rule into account. 

Footnotes: 
1 The Health Insurance Portability and
Accountability Act of 1996 (�HIPAA�), P.L. 104-191,
called for the enactment by Congress of measures to
protect the privacy of healthcare information by
August 21, 1999; failure to do so resulted in the
Secretary of Health and Human Services issuing this
rule, signed on October 29, 1999. 
2 �Individually identifiable health information� is
defined as �information that is a subset of health
information, including demographic information
collected from an individual, and that: (1) Is creat-
ed by or received from a health care provider, health
plan, employer, or health care clearinghouse; and
(2) Relates to the past, present, or future physical
or mental health or condition of an individual, the
provision of health care to an individual, or the
past, present, or future payment for the provision
of health care to an individual, and (i) Which iden-
tifies the individual, or (ii) With respect to which
there is a reasonable basis to believe that the infor-
mation can be used to identify the individual.� 
3 �Electronically transmitted� information includes
information "exchanged with a computer using
electronic media, such as the movement of informa-
tion from one location to another by magnetic or
optical media, transmissions over the Internet,
Extranet, leased lines, dial-up lines, private net-
works, telephone, voice response, and �faxback� sys-
tems.� �Electronically maintained� information is
information �stored by a computer or on any elec-
tronic medium from which information may be
retrieved by a computer, such as electronic memory
chips, magnetic tape, magnetic disk, or compact
disc optical media.� 
4 A �health care clearinghouse� is defined as an
�entity that processes or facilitates the processing
of nonstandard data elements of health information
into standard data elements. The entity receives
health care transactions from health care providers
or other entities, translates the data from a given
format into one acceptable to the intended payer or
payers, and forwards the processed transaction to
appropriate payers and clearinghouses.� The pream-
ble to the rule explains that, although clearing-
houses are directly governed by this rule, their
rights and obligations are limited to those of busi-
ness partners when they are acting as a Covered
Entity�s business partner and may be further limit-
ed by contract with the Covered Entity. 
5 Disclosure is only required (i) if requested by HHS
for compliance purposes, or (ii) to the individual,

upon proper request. 
6 �Treatment� means �the provision of health care
by, or the coordination of health care (including
health care management . . . ) among, health care
providers; the referral of a patient from one
provider to another; or the coordination of health
care or other services among health care providers
and third parties authorized by the health plan or
the individual.� 
7 �Payment� is defined as: 
�(1) The activities undertaken by or on behalf of a
covered entity that is: (i) A health plan, or by a
business partner on behalf of a health plan, to
obtain premiums or to determine or fulfill its
responsibility for coverage under the health plan
and for provision of benefits under the health plan;
or (ii) A health care provider or health plan, or a
business partner on behalf of such provider or plan,
to obtain reimbursement for the provision of health
care. 
(2) Activities that constitute payment include: (i)
Determinations of coverage, improving methods of
paying for coverage policies, adjudication or subro-
gation of health benefit claims; (ii) Risk adjusting
amounts due based on enrollee health status and
demographic characteristics; (iii) Billing, claims
management, and medical data processing; (iv)
Review of health care services with respect to med-
ical necessity, coverage under a health plan, appro-
priateness of care, or justification of charges; and
(v) Utilization review activities, including precerti-
fication and preauthorization of services.� 
8 �Health care operations� are activities by or on
behalf of a health plan or health care provider to
carry out its management functions necessary for
the support of treatment or payment including but
not limited to conducting quality assessment and
improvement activities; reviewing competence or
qualifications of health care professionals and eval-
uation of practitioner and provider performance;
activities relating to renewal of insurance; insur-
ance rating; conducting and arranging for medical
review and auditing services, including fraud and
abuse detection and compliance programs; and
compiling and analyzing information for legal pro-
ceedings. 

This Advisor was written with the assistance of
associates Linda Abdel-Malek and Jessica
Friedman. If you have any questions about this
Advisor or our healthcare practice, please contact:
Jackie Huchenski, partner and Chair of the
Healthcare Practice Group, at (212) 554-7831 or e-
mail jhuchenski@mosessinger.com.

This Bulletin is intended as a general comment on
certain recent proposed developments in the law.
It does not contain a complete legal analysis or
constitute an opinion of Moses & Singer LLP or any
member of the Firm on the legal issues herein
described. It is recommended that readers not rely
on this general guide in structuring or analyzing
individual transactions but that professional
advice be sought in connection with any such
transaction.

“Individuals may request their provider to restrict use
and disclosure of their Protected Health Information.”


